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METOJU 'EHEPALII IOTOKY BEJUKOPO3MIPHUX
MNEPECTAHOBOK IIPH IX I3OMOP®HUX
HPEJCTABJIEHHAX MATPULISIMU

Kpacuienko B. I'.,
Kannunar TeXHIYHUX HAYyK, JTOIEHT
BinHULIBKUN HAITIOHATBHUN arpapHUil YHIBEPCUTET

HikiToBnu /I. B.,
AcrmipaHt
BinHUIEKMI HAIIOHATLHUN TEXHIYHUA YHIBEPCUTET

AHoTania: Po3rnsgaroThCs Ta MOJENIOIOTHCS METOIM Ta MPOLECH TeHepallii
NOTOKY MATpHUIb MEPECTAHOBOK 3HAYHOI PO3MIPHOCTI MpPH iX HOBUX 130MOP(PHHUX
nogaHHsX. OOIrpyHTOBaHa HEOOXIJHICTb Ta aKTYallbHICTb PO3POOKH METO/IIB
(dhopMyBaHHS MMOTOKY BEIMKOPO3MIPHUX MEPECTAHOBOK Ta OCOOIMBOCTI 1 IEpEeBAru ix
3aCTOCYBaHHA Il KpunTorpadiyHUX TMEpeTBOPEHb, 3aln@pyBaHHsS 300pakeHb,
MacKyBaHHSl (IIPUXOBYBaHHs) BigeodainiB, peanizaiii MTPOTOKOIIB Y3TOKEHHS
IPYMNOI0 YYaCHUKIB TOJIOBHOTO CEKPETHOTO KIF0Ya-TIEPECTAaHOBKH y KPUIITOCHCTEMAX
MaTPUYHOTO THITy. 3ampoONOHOBAHO TPU BapiaHTH TEHepalii MOTOKY MaTpHIIb
nepectaHoBoOK. [loka3zaHo, 110 MPOCTI MO-€JIEMEHTHI ONeparlii 3a MOAYJIEM Ta 3CYBH,
0 BHUKOHYIOTBCA Yy TOYATKOBUX 130MOP(GHO TPEACTABICHUX MATPULIIMU
MepecTaHOBKax, Ta OaraToKpaTHI MEPECTAHOBKHM EJIEMEHTIB y LHMX MEepPeCTaHOBKax
(exBiBaJ€HTHI MIJHECEHHSM BIANOBIAHMX IM MATPHUIb MEPECTAHOBOK Y CTEIEHI),
Jal0Th MOMKJIMBICTh Ha OCHOBI IIMX 0a30BHX OMepalliid, MpoIenyp 3TeHepyBaTH Y
MOTOKOBOMY PEXKHMI TOTPIOHY HHU3KY CIUIBHUX CEKPETHUX MATPUYHUX KIFOUiB-
nepecTaHoBOK. HaBesieH1 pe3ynbTatu MOJICTIOBAaHHS METO/IIB Ta MPOIIECIB TeHepallii
MOTOKY BEITUKOPO3MIPHUX MATPHIlh NMEPECTAHOBOK B IJIOMY, IXHIX aJITOPUTMIYHHX
KpOKiB, omepaiii. OTpumaHi pe3yiabTaTH MiATBEPAWIM aJCKBATHICTh Ta MepeBaru
MIPOTIOHOBAHUX METO/IIB, IO 3a0€3MeUYIOThCS 130MOP(PHUMU TIPEICTABICHHIMH.

Kuro4oBi cj10Ba: MeTo 1 reHepailii MoTOKY BETMKOPO3MIPHUX MATPUIHUX KITIOUIB,
Y3TOJIP)KEHHS CEKPETHOTO KJF04Ya, MaTPUYHI MOJIEN1, 130MOP(hHI KITHOYi-IEPECTAHOBKH,
KpUIITOTpaMu, KpunrorpadiuHe nepeTBOPEHHS.

Beryn. OctanHl TpH AeCATUPIYYS XapaKTePU3YIOTHCS MAacCOBUM BHUKOPHCTAHHSAM
€JIEKTPOHHUX KOMYHIKallii, iHQOpMaIlIiHUX TEXHOJIOTI HE TUIbKKA y BUPOOHMYIN,
rocrnoAapchbKii, BIMCHKOBIN Ta IHIIKX Tally34X, cepax HApOAHOTO rOCIOIAPCTBA, a 1
y LIMBUIBHUX OCOOUCTICHUX BIJIHOCHHAX, CYTTEBUM IIOPIYHUM 301JIbILIEHHAM OOCSTIB
iHdopmariitaux 06’ektiB (I0) Ta iX MOTOKIB, iX 3HAYMMOCTI, 3aTOCTPEHHSIM MPOOIEM
iHpopMariitHol 6e3nekn, HeoOXIIHICTIO 3a0e3nedeHHs cTiiikocTi IO 10 mOTeHITIMHNX
3arpo3, Tomo. [TosiBa 3HayHOi KijbKOCTI Benmkoro 06’emy 10 Ta ix ¢gopmartis, pict
4acTKM 300pakeHb 3HA4YHOI (Mera0aiToBOi) PO3MIPHOCTI, BKJIIOYHO 3 Oararto-
CHEKTPaIbHUMU, YHI(PIKOBAaHUX OPTaHi3aIliiHO-PO3MOPSIINX, KOHCTPYKTOPCHKUX Ta
701 HU3KKM 1HIMMX crnenudigyaux Tekcrorpadiuaux aokymentiB (TU[) y Burmsami
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udpoBuX, TAOJIUYHUX JAHUX, MAIIOHKIB, rpadikiB, Aiarpam, MiANUCIB, PE3OIONIH,
Bi3, MEYaTOK, IU(PPOBUX BOASHUX 3HAKIB, TOLIO, AKI € MO CyTl OaraTOBUMIpHUMU
MacHMBaMU YW 300paKEHHSMHU Ta YacTO MICTATh 1H(POpPMAII0 3 OOMEXKEHUM YU
3aKPUTHM JIOCTYIIOM, IMMOTPeOye BIATOBITHOTO TAEMHOTO 30€piraHHs Ta MepeaBaHHS
takux 1O. J{ns 3ab6e3nedenHs HE0OX1IHOT CTIMKOCTI 1H(POPMAIiHO-KOMYHIKaLIHHAX
cucteM, MacuBiB 1O 10 MOTEHIIHHUX 3arpo3 BaXKJIMBE MICIE Cepel] BEJIMKOI KITBKOCTI
METOJIB, TEXHOJIOTiHM, 3aco0iB 3axucTy iHGOpMaIii 0coOJMBE Miclle 3alMaroTh
KpunrorpadiuyHi CUCTEMH, SIKI HAMOUTbII HaA1HO 3a1MCHIOITH 3axucT 1O.

AHaJi3 OCTaHHIX AOCHiIKeHb 1 myOaikaumiii. OOrpynryBanusi. OaHuM 3
KJIFOYOBHUX MMUTaHb 3aCTOCYBAaHHS IHCTPYMEHTIB Kpuntorpadii, creranorpadii, Tomro €
npouecu (IMPOTOKOJIM) Y3TO/DKEHHS E€JIEKTPOHHUM ILISXOM CHUIBHUX CEKPETHHX
KJIIOYiB UM HU3KHM TOXITHUX BiJ] HUX MIA-KI0YiB. IIpote, OGULIBIIICTS MPOTOKOJIIB,
Hanpukiaz, Tpanuuiinoro Jipdi-Xenmana, MTI, STS Ta iHmmx, sk 1 OUIBIIICTD
MeroaiB kpuntorpadiuynux neperBopers (KII) 10, 3opieHTOBaHI Ha CyTO CKaJISIpHI
KJIIOYl Ta TMOCHII0OBHY 0OpoOKy OJiokiB. Ile BHUKIMKAHO THUM, IO OUIBIIICTh
BUKOPHUCTOBYBAaHHUX METOJIIB Ta 3aco0iB Kpunrorpadiuaux neperBopeHb (KII)
iH(opMaliiHUX MacuBiB, 300paxeHb, (QaitmiB, TI'J[ opieHTOBaHI Ha MOCTIAOBHY
CKaJIsIpHY 00pOOKY OJIOKIB, 1110 MONEPEAHBO IEPETBOPEH! Y IM(ppoBl popmatu. HasiTh
IUISl CUMETPUYHUX, HIMPOKO BUKOPUCTOBYBAHUX, AJITOPUTMIB (Ha OCHOBI A1I0YOIrO
cranaapty AES, IDEA, Tomio) TUNOBI TOBXHWHU OJIOKIB Ta KJIIOYIB CKJIAIA0Th 256-
1024 6itiB, xou mua aeskux BUHATKOBHX ImudpiB FEAL, RC6 Ta iHmMX HOBITHIX
MoaudIKaIliil MUPOKOTO CIEKTPY BIAOMUX MHUPPIB 111 JOBKUHU 00MexyroThest 1K-2K
Oitamu [1]. SIx moka3zye O TEHAEHLIA YAOCKOHAJIECHHS KpPUITO-aJrOPUTMIB,
YCKJIaIHEHb 1X MAaTeMaTUYHUX OCHOB 3 METOI0 YCYHEHHs aTak, OTJIsi[ AOCATHEHb Y
KpUIITO-aHaIIi31, HAMITUBCS CTPATETIYHUN Tiepexil Bia (opMaTiB JaHUX CKAISPHOTO
THUITY Y BIZIOMUX CHUCTEMaX JI0 OLIBII BIIMOBITHUX Ta IPUPOAHIX MATPUUHO-TEH30PHHIX
(dbopmartis, 110 Y CBOIO YEPTy IHTEHCU(DIKYBaIO NOLIYK HOBUX MAaTPUYHO-ANTeOpaidHIX
mozened (MAM) kpuntorpadgiuyaux neperBopeHs (KII) 10, 2D (TeH3opHux) -
MacuBiB, 300paxxeHb (3) pizHOro (popmaTy Ta po3MipiB, NOIUIYK HOBUX KOHUEMIH, 10
3pyuHillle Ta Kpalle peami3yrThCsl CyYaCHUMH TapajelbHUMH 3aco0ami,
MaTPUYHUMH CIIeliali30BaHUMU TpoliecopamMu. Bce 1ie mpu3Besno Ta CHOHYKae 0
30UTbLIEHHS AOBXKHUH KtouiB (/1K) Ta iX HOBUX pI3HOBH/IIB, O CTBOPEHHS MOJIENEH Ta
kpunrocucteM matpuyHoro tuny (MT) [2-5], 1o mosiBM HU3KK 30pIEHTOBAHMX Ha IIi
3acobu Moaudikamiit Bimomux anroputmiB KII Ta cTBOpeHHS BIAMOBIIHUX MOJEICH,
mo Oynu po3rasiHyTi B [6-11]. TlepeBarm kpumrocucTeM Ha OCHOBI Takux MAM,
MPOJIEMOHCTPOBAHI B ITUX POOOTaX, CIPHUSIN MOJATBIINM JochimxeHHIM MAM Ta
MOsiBI HOBUX myOmikaiiid [6-10], skumu OyJi0 T0JATKOBO MIATBEPKEHO MEpeBary i
MEePCIEKTUBHICTh TPOIIOHOBAHOT KOHIIEMIIIT, HOBUX yJIOCKOHAJIEHB, MOIU(IKAIIMA THX
MoJieJieil Ta MPOJEMOHCTPOBAHO €KCIEPUMEHTAIBHO MOJIMIIECHHS iX XapaKTepUCTHK
Ta PO3MIMPEHHs obnactedl iX edexTuBHOro 3actocyBaHHs. (DyHKIIOHYBaHHS BCIX
Takux MAM niaTBep/KEHO IMITAIIHTHUMH MOJISTIOBAaHHSAMH, JI€ TTIOKa3aHO NepeBaru
TaKMX MOJEJIeH, aJIrOpUTMIB: PO3IIHUPEH] (YHKIIOHAIbHI MOXIIMBOCTI, Kpalie
BIIOOpaKEHHA MpU iX amapaTHUX peani3alisX Ha MaTpuyHi npouecopu. Tak,
HaIpUKJIaJ, Ha OCHOBI HOBUX MPOCYHYTUX Moaudikamii MAM nociiaxyBaiuch
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MaTpuyHi adiHHi Ta adiHHO-TIepecTaHoBOYHI mmdpu (MAIIII), mo npornoHyBaavch
st kpuntorpadiuaux neperBopersb (KII) 300paxens, 1isi CTBOPEHHS Ha X OCHOBI
eneKTpoHHUX 1udpoBux migmuciBe [11-15], nmns wmackyBaHHS Tpu  Tepemadi
BimeodaitniB [16-19], ansg reHepyBaHHsS MOTOKIB CEKPETHHUX MAaTPUUYHUX KIIOUIB
pI3HOTO THUIy, IO HEOOXIAHI I BUpIMICHHS Takux 3aBnaHb [20-21]. Ha ocHoBi
y3araJlbHeHUX Ta MOAU(IKOBaHUX, 3 ypaXyBaHHSM IOCTABJICHUX 3aBJaHb 1 LIJEH,
MAM Oynu 3anpornoHoBaHi Ta IPOMOJIeIboBaHl 010K0Bi [7], OaraToyHKIIIOHAIbHI
napamMeTpuyuHi [9], 6araroctopinkosi [10] mudpu 3 X MiABUIIIEHOI KPUIITOCTIAKICTIO
[10] mnma KII sk 9opHO-O11MX, Tak 1 KOJBOPOBUX 300pa)kKeHb Ta MOIKJIUBICTIO
BUSIBJICHHS TEPEKPYYyBaHb Ta IIIJIICHOCTI KpunrTorpam [5, 6, 8]. Biamitumo, 110
IPOIICYPH 3aMiHH, TIEPECTABIISIHHS O1TIB, 0AWTIB UM iX IPyMN € HAUOUIBII MOMUPEHUMHU
Ta OOOB’SI3KOBUMHM [JI1 BCIX BIIOMHUX IMMGPIB Ta iX aJrOPUTMIB, BKJIIOYHO 3
HOBOCTBOpIOBaHUMHU [5-14]. Kpim TOro, HaBeAeHUN TyT KOPOTKHH OTJISJ Ta MOro
aKIIEHTH JIO3BOJISIOTH 3pOOUTH HACTYITHI BUCHOBKH.

[To-nepiue, 11t 6araTboX HaBEJECHUX BHILE MHU(DPIB, Y TOMY YUCIHI y3araJlbHEHUX
0araToKpoOKOBUX MaTPUYHUX a()IHHO-NIEPECTAHOBOYHUX MIH(PIB, OJIHIEIO 3 OCHOBHUX
0a30BUX € MaTpuuHa Mojenb nepectaHoBok (MM II) [3, 5, 6], 3a qomomororo siKoi
MICIs BIANOBIAHUX JEKOMIIO3UIIN MEPECTaBIAIOTECSA OITH y OITOBUX 3pi13ax, OalTh y
MOTOYHUX OJIOKaX, 4yu OJOKK y 300paxkeHHsX, (ainax, macuBax. [Ipu npomy mis
KOJKHOT'O TMOTOYHOTO OJIOKY, PayHJOBOTO YH ITEpallifiHOrO KPOKY YU BIJICOKAJIpYy,
ITOTOYHOI IEPECTAaHOBKHU 0a)kaHO ii MOCTIHHO 3MIHIOBATH, 110 TAKOX HEOOX1THO 1 JIJIs
30UTBIIEHHS! KPUIITOCTIHKOCTI.

[To-npyre, AKIMIO TpaguIliiiHl MporecH (MPOTOKOJN) Y3TOMKEHHS €JIEKTPOHHUM
[IUISIXOM CH1JIBHOTO CEKPETHOTO KITH0Ya CKAJISIPHOTO TUITY MaiiKe BUYEPITHO BHUBUECHI
[22], @ TpOTOKOJIA Y3TOJKEHHSI MAaTPUYHOTO KJI0Ya (IEIKOTO THILY), a1allTOBAaHOTO
T HOBITHI BUKJIHMKU [23-25] ta mig kpuntocuctemu MT, y mocTaTHIM KUJIBKOCTI
3alpOINOHOBAHI, OMHUCaHI Ta M00pe MmpomMojenboBaHi [24, 26, 27], To poOIT, 110
CTOCYIOThCS POOJIEMH reHepallii HoToKy Benukopo3Mipaux MK myxe mano [28].

[To-Tpere, motpeba Ta akryanbHicTh BUKOHaHHs KII Hajg Benmkopo3MipHUMHU
O0aratopumipuumu 1O, 300pakeHHsaMH (3) BUMarae He JMIIE CIHEIiaTi30BaHUX
MatpuuHo-anreopaiunux mojeneit (MAM) KII, mo aganroBani nig popmaru 10, ane
1 cekpeTHux matpuuHux kimouiB (MK) [27, 28] Benukux po3MipiB, siki O CyTTEBO
MIEPEBUIIyBAIM JTOBKMHU BUKOPHUCTOBYBAHMX HA CHOTOIHI CEKPETHUX KIIOYIB Y
BIJIOMUX KpUNTOCHCTeMax. Taki MaTpu4Hl KIIIOYl, HAPHUKJIAA, Y BUTJISLI MaTpPHUIlb
(300pakeHb) CBOE€IO THIOBOI CTPYKTYPOIO Kpaiie BiAMOBIAAIOTH OIHOPITHIN
CTPYKTYypl 0araTOBHUMIpDHHMX CHTHaJiB, 0araTo-CIeKTpalbHUX 300paK€Hb PI3HUX
(hi3UMYHUX, a8POKOCMIYHHUX 00’ €KTIB, TOIIO, [28, 29], a rocTpoTa mpobIeMHu EMHOCTEH
mam’saTi s 30epiranHs Takux MK, HaBiTh X HHM3KH BXE Maike ITOBHICTIO
anynboBaHa. [[ekinbka ananoriyaux MK notpi6Hi 1 st moaudikoBanux MM IT KIIT
3 Bepu(DiKall€ro MUTICHOCTI KpUIITOTpaM, po3risiHyTux B [6]. KpiM Toro, mpu Bubopi
takux MK, iX Tumy, KiJIbKOCT1, Tpeba BpaxoByBaTH crieudiky, po3mip daiisis, OJI0KIB
Ta CTPYKTYpy (opMariB, pO3IIMPEHb, Kl XapakTepHl s 0OpOOJIFOBAHUX YOPHO-
011X HAMIBTOHOBHX, KOJbOPOBUX UM 0araTo-CreKTpabHUX 300pakeHb.

IlocTranoBka mnpoOjemu. Y3zaranpbHeHHs mportokony [ipdi-Xenmana Ha
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MaTPUYHMUIA BUNAAO0K 1 MeTof y3rojxeHHss MK 1-oro tumy y BUIJsifi BUIIAJIKOBOTO
(mrymoBoro) 3, sxuit Hamu OyB mo3HaueHwi sk MK 3 (Bim «300paxeHHs ), Oynn
po3rsHyTI B [26, 27], ne excnepumentamu Mathcad Oynm miaTBepAkeH1 mepeBaru
TaKUX MPOTOKOJIB y3ro/pkeHHs cekpetHoro MK 3. Brim mis 6ararbox MAITII kpim
takoro MK 3 HeoOXimHO MaTu 111e i HaOip OiHapHUX MaTPUIlh IEPECTAHOBOK [3, 6, 26,
27], uto 130MopdHiI MPOCTO MEepecTaHOBKaM, TOOTO MAaTPUYHI KIIFOUi 2-TO THITY, SIKi
no3HauuMo TyT ix K MK _II. ITutanns momo ix ¢opMyBaHb 1 3aCTOCYBaHb YaCTKOBO
posrisganucek B [3, 6, 26 |, 1 nume B [28] 3anMponoHOBAHO MPOTOKOJ Y3TOJKESHHS
nsoMa cropoHamu MK Bxe tuny MK I1. IIpote B Hili HEe PO3MISAAUINCH MPOTOKOIU
uis BumiankiB y3romkeHHss MK I1, no OyB Ou CHijibHUM JJIs BCIX YYaCHHKIB TPYIIH,
TOOTO CUTYyallli, KOJU YYaCHUKHU 0akaroTh CTBOPUTU CBIM KOONEPATUBHUMN T'PYMOBHIA
MK I1. [Inst 3miH rictorpamu Ta 30u1biIeHHs enTporii kpuntorpamu 3 npu ix KII na
ocHoBi MM _II nHeoOxinni nekommnosuiiss R,G,B ckmagoBux 1 ix 6iToBUX 3pi3iB Ta
nekuibka mMatpuunux kimouiB (MK) 1 Bekropaux (BK) [4, 6, 8]. A g mackyBaHHs
Bijico-(pailliB UM MOTOKY OJIOKIB HEeOoOxigHa HuU3Ka mceaoBunagkoBux MK, ski
MMOBUHHI BIIMOBIJJaTH BUMOTaM Ta MIBUJAKO TeHepyBaTuch. TooTo miis MAM e roctpa
HeoOx1aHIcTh popmyBanHs 1101 HU3KK MK 1T 3 ronoBaoro MK tuny MK 11, sxi 6
3a/I0BOJIBHSUTH PsiLy BUMOT. Bigomo 3 [6, 8], 1110 TeHepailisi HU3KKM MOTOYHUX KJIIOUiB
(ITIK) Tunmy MK_I1, mo ctBoprotoThes 3 rosoBHoro kintova (MK IT 31 3011b11€HO0 Ha
MOPSIIKKM  PO3MIPHICTIO), JO3BOJISIE YCHIIIHO BHPIIIYBaTH MPOOJEMY CTIMKOCTI.
Ockinbku B [26, 27] po3rasganuch NMUTAHHA Y3TOJDKEHHS Jull rojioBHOro MK
3arajJbHOTO BUY, a He HU3KHU (nmotoky) MK II, B [29] x04 1 po3rasganuch MeToIu
reHepyBaHHs MOTOKY MAaTPUYHUX KJIHOYIB MEPECTAaHOBOK, ajl€ TUIbKU AJs OITOBUX
MK IT posmipom 256*256, a y [30] posrmsgaBcs, Tak 3BaHUA aBTOPAMH,
KOONepaTuBHUM MpoToKoa y3romkenHs MK, ane tinbku crocoHo MK 3, To MeTo10
po6oTH € cripoba BHockoHaUTH MeTo rerepaitii Hu3ku MK I, cyTTeBOo 3011bIIMBIIH
PO3MIp MEPECTaHOBOK, MOKPALIUTHU Ta aJaNTyBaTH CTPYKTypy, BuA Ta onuc MM 11 no
dopmaty 3 1 A0 IIBUAKUX amapaTHUX pIlIEHb, MepeAdaunuTH MOJANbIIE MOKIUBE
po3umpenHss Mex po3MipHocTi MK II, mpomopentoBaTh Ta AOCTIAUTH IPOILIEC
¢dbopmysanns noroky MK 1T nns MAM KII y cucremax MT, nepeBipuTH BIIaCTUBOCTI
reHepoBanux MK Il Ta 3actocyBatu HOBI OUIbII €(EKTUBHI 130MOP(HI MOJaHHA
BEJIMKOPO3MIPHUX MaTPULIb-IIEPECTAHOBOK, SIK CEKPETHUX KIIOUIB PI3HUX 1€papXIi.
Buxiaa ocHOBHUX pe3yJabTaTiB. J[j1s ICHOCTI MOAAIBIIOTO BUKJIATY MaTepiaty
HaBeJIEeMO TYT, JMBHCh pHC. 1, pe3ynpTatu MojemoBanHs B Mathcad mporokomy
Y3TOJIKEHHSI BCHOT'O OJTHOTO CIUJIBHOTO CEKPETHOro KII0Ya-TIepeCTaHOBKM Ha OCHOBI
BUOpaHOi HaMu IS ITbOTO 1-r0 ekcrepuMeHTy 61ToBoi kBaapaTHoi matpuill (PSAB)
po3mipoMm 256*256 en. PesynbTatn MonentoBaHHS sl BUNAAKy migHeceHHs PSAB
(tumy MK _II) y BumagkoBi, BiiOMI JIMIIE KOXHIN OKpeMmiil 3 ABOX CTOpPIH OOMiHY,
CTETeHl Ta OTpuMaHi nmpoMixkHi Ta pe3yiapratHa MK Il moka3yroTs, 1110 y pe3yJibTaTi
TakuXx mijiHeceHb noyatkoBoi (ocHoBr) MK _I1 y creneni ¢hopmyroThCsi aHaNnOT14H1 Tid
MaTpUIi-IEPECTAHOBKU. BigMiTUMO, 0 MpU 3HAYHIA MOTY>XHOCTI MHOXXHHH
MOXJIMBUX TE€PECTAHOBOK, @ BOHA /IS ILOTO Mpukiamxy piBHa N!=256!, ne N -
po3MmipHicTe MK II, nHaBiTe 3HanHs MK Il-ocHoBu He nae MoxxiauBocTi 0e€3
nepexorvieHHs: 000X cTBopeHux cropoHamu npomikHux MK IT B3HaTu kirou. Aue
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JUISI HAaC TYT HAaWBaKJIUBIIIMM MOMEHTOM € TOW (DakT, M0 3MIHIOIOYH MOCIiJOBHO
CTENeHi, B SKi OyJeMO MiTHOCUTH OCHOBY, 1 SIKi BIOMPAIOTHCSA Y BIAMOBIAHOCTI 0
PaHIOMHO 3TCHEPOBAaHOI TIOCTIAOBHOCTI YHCEN, MH YTBOPIOEMO IIOCHIIOBHICTh
noTpiOHUX MATPHUIL-IEPECTAHOBOK. SIKiCTh TaKOi HU3KH, MIOTOKY mepeBipsach [31].

alica = 537 . poaniEd .
ABK = P5SAB Tob bob = 313
- i BAK = PSAB '

EIAB = BAK oy oo OB
ELBA = ABK

155(KL[AB-KIBA 155 KLAB I55KIBA

Puc. 1 ®parment BikHa Mathcad 3 Bepudikauiero mogudikanii nporokony Jiddi-
Xenmana JJ1si BUNIQJKY migHeceHHs y creneHi (537 ta 523) MK 11, sik ocHOBH.

Burnsig ocnoBu (matpuiist PSAB 256*256), npomixxaux MK 11 (ABK, BAK), mio
HUMHU OOMIHIOIOTHCSI CTOPOHH, Ta yTBopeHux kitouiB (KLAB, KLBA), siki ogHakoBi

3 BUMISIAY MATPHUIlb OYEBUIHO, IO TaKe iX MPEACTABJICHHS € Hee()EKTUBHUM.
BukopucroByroun miaxia, onucanuii B [28, 29, 31], MOXKHA MMOKa3aTH, IO AOBIIbLHY
MEePECTAaHOBKY JOBXHUHOIO 65536 (OiTtoBy Matpuiro 65536*65536 en.) mokHa
OJTHO3HAYHO 130MOPGHO BIOOpa3UTH JABOMA MATPHUIIMU po3Mipom 256%256,
€JIEMEHTH IKUX MPUIMatoTh 3HaueHHs 3 aiana3ony 0-255. A tomy B sikocti MK _IT st
2-TO eKCIepUMEHTY OyJ10 B35TO 01TOBY KBajpaTHy MaTpuilio 3 N*N enementamu («0»
qu «1»), 1e N=2"18_ 1110 36imBIIIIO MOTYKHICTh MHOXHMHU MEPECTAaHOBOK J0 3HAYCHHS
(65536 !). Bikno Mathcad 3 mporpamMHuUM MoOIyJieM JUIsi T€HEpPyBaHHS 0a30BOrO
(romoBuoro) MK (I'MK II) ta Burisimom ioro ckianoBux KeyA ta KeyB (aBox
HaIIBTOHOBUX 300pakeHb) MOKa3aHO Ha puC.2, a MoAyJb (komii 3 Mathcad), sikuii
peani3ye mpouenypy irepaiiiaux nepectanoBok B MK T1, i3omopdHUX MMiTHECEHHIO
ITi€1 IEPECTaHOBKU Yy OTPIOHY CTEMiHb, TOKa3aHo Ha puc.3, 4. Takuii 1 moAibHI oMy
BUKOPHCTOBYBAJIMCH JIJISI MOJICTFOBAHHS BC1X MTOKPOKOBUX TPOIEAYD.
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NCN= Ther qet 1

for i20. 288

for 20 288

Ni=0

for j0.288
A +floserod 236))
while Ny=1

A« flose(rnd 236))

N+l
Adjj+A

AL KevA KevB

Puc. 2. Bikno Mathcad 3 moaynem asns renepyBanns 6azoBoro (rojgosaoro) MK TI1
Ta BUTJIAA Woro ckianoBux KeyA ta KeyB y dhopmari 1BoX 9opHO-011MX 300pakeHb.

248 | 247 | 248 | 249 | 250 | 261 | 252 | 253 | 254 | 265
240] 61] 225| 170 29| 169] 14| 163] 5] 1a1] 210
241| 70| 150| 240| 221| 95| 79| 173] 231] 21| 73
242| 262| 177| 5a| 102| 51| 32| 60| 254] 226| 83
243| 11| 61| B9 27| 183| 58| 28] 100] 103 13
244| 12| 140| 1] 27| 104| 11| 60| o] 177] 213
245| 48] 121| 253] 252| 103| 66| 114| 252] 110| 15
248| 23] 165| 72| 35| 184| 238] 197| 253| 114| 13
KeyA = [247| 63| 28| ©7| 162| 182| 2| 221| 50| 2a7] 207
248| 244| 88| 171| 225| 46| 235| 174| 87| 98| 237
49| 215| 49| 171| 137| 219| 238| 00| 93| 92| 203
250| 52] 163| 88| 233| 30| 155] 188| 109| 192| 2
251| 08| B8 239| 233| 181| 246| 70| 248] 130| 40
262| 248] 169 183| 200| 194| 150| 03| 128] 226] 230
253| 36| 6| 129] 219| 142| 108 193| 204 214 120 v
254| 188| 8| 191| 15| 211| 180| 98| 45| 238] 164
265 213 31| 130| 75| 161 184| 113| 61| 239| 47 pepl

246 | 247 | 248 | 249 | 250 | 251 | 252 | 263 | 264 | 256 N
240| 131| 180 144| 98| 85| 91| 120( 58| 199 2

KeyA T s b

242| 246| 220( 54| 203| 37| 95| 250( 128] 242| 261
243| 132] 130 o6| 123] 213 6] 25| 48] 72| 184
244| 225 o 72| 70| 24| 236| 133| 228] 7| 144
245 115 44| 193] 44| 228] 216] 124 137] 164] 216
246| 182 82| 212| 82| 150] 241] 146] 62| 133 165
KeyB = 247] 85 117 8| 07| 235| 121] 180 70| 17] 101
248] 220] 162 228] 180 68| 147] 190| 03] 86] 245
219] 04| 204 226] 262] 225] 4] 202] 119] 181] 185
250 237| 133 250] 3| 153] 108] 238| 176] 66 216
261 3] o var| we1| 170 37] 233 227 177] 108
252| 200] 144 124 7| er| 152] 88| 18] 87| 12
263 125] 252 170] 10| 136] 84| 247] 223 130 220
264| 60| 220| 140 237 108] 228] 252] 183] 72| 233

Puc. 3. Bikno Mathcad 3 Bu6panum Benukopo3mipaum MK I1, 13omopdHO
npejacTaBieHuM aBoma ckiiaioBumu (KeyA, KeyB) y mudpoBomMy Ta BizyaibHOMY
BUTJIsA1aX, (JIIBOPYY) Ta MPOrPaMHUM MOJTYJIEM JJisi 0araTropa3oBUX MEePEeCTaHOBOK

(mpaBopy).
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Ax P(Alisa x) = |p< 0

S « KeyA

while p < Alisa_x

S« | for ic0. 255
for j=0.255

Wi j< SKe}:—\ i

KeyA, ..KeyB, .* Ke}'BK
LT L]

evA., .. KevB, .
R | |

“._
pep+1

S

Bx P(Alisa x) = |p< 0
S « KeyB
while p < Alisa_x
S« | for ic0. 255
for j=0.255
Wi je S

Ke“-AKe\'A. .. KevB. .=Ke“-BKe\'A. .. KevB. .
L TT I Y | L TT I Y |

w

pep+1

S

Puc. 4. Bikno 3 Mathcad 3 nmporpaMHEMH MOJYJISIMH, 1110 BiJIOOpaXKarOTh MPOLEAYPY
iTepatiitnux nepectaHoBok B MII, 130MOppHUX MMiTHECEHHIO MaTPHUIIl TIEPECTAHOBKH
y HOTPIOHY CTEMiHb.

OTxe, sk OyJIO paHillle TOKa3aHO Ta TYT, MU MOXEMO 3aMIHUTHU MiJHECEHHS Y
BiamoBimHi creneni Marpunb-niepectanoBok MK_IT (N*N 6inaprux, ne N=26) npn ix
130MOp(pHUX MOJAHHAX ITEPAlIMHUMU TEPECTAHOBKAMHM CaMHUX IUX MOYaTKOBHX
nepectaHoBoK. Kpim Toro, yac Ha BUKOHAHHSI [IUX HIOW BK€ CIPOILECHUX 1TEpALIITHIX
poleAyp HeOOXiAHO Ie 3MEHITYBaTH Ha MOPAIKU, 00 3HAUEHHS CTEMEHIB € TOCUTD
BEJTUKUMH TSI KpUTITOTpaigHUX 3aCTOCYBaHb. AJIe 11€ MOYKJIMBO MTPH BUKOPUCTAHHI
nesikoro 0azoBoro Habopy (pikcoBaHUX nepecTaHOBOK ((pikcoBani cteneni I'MII) ta
cnenuiuHoi X mochigoBHOCTI. HemomikomM Takoro migxofay € 30UIbIIeHI 3aTpaTtH,
MOB’si3aHI 3 HEOOXIMHICTIO Yy 3amam’ STOBYBaHHI IbOTO HaOopy. [ns mepeBipku
aJICKBaTHOCTI TPUCKOPEHUX aAITOPUTMIB 130MOp(HHOTO (OpMYBaHHS CTEIECHIB
MaTpUYHHUX TMEPECTAHOBOK MU TMOPIBHIOBAJIM IiIHECEHI Y MAaTPUYHY CTEMiHb OITOBI
MaTtpuil (micis nepeBeeHHs iX Y 130MOP(GHUN BUTIIST) 3 MATPHUISIMU, OTPUMAHUMU
[IBUKUMH TTEPECTAHOBKAMH Y iX 130MOp(PHHX MOJAaHHSIX. BCTAHOBIICHO 1X PIBHICTD.

[lle omamMm 3 miaxoxdiB, mo aHaiorii 3 [29, 31], € BUKOpPHCTaHHSA ACIKHX,
Y3TrOKEHUX CTOPOHAMU CKaJsIpiB Xa Ta XM (0IHOTO 4M JABOX), sk KitouiB jjst KIT
(3amudpyBannsa) Humu ckianoBux KeyA Tta KeyB romoprnoi MII (I'MII) 3a
JOTIOMOTOI0  aiHHOTO MH(PY 3 MO-E€JIEMEHTHUMHU OINepalisiMu 3a Moayjiem 257.
YTBOpeH1 3 HUX KpUNITOTpaMHu, ix napa, OyJIyTh CKiiaJoBUMU HOBOiI MII, moBHiCTIO
OynyTh 30epiratu Bci HeoOXiHI BiacTuBOCTI ['MII, MaTu aHajoriyHi rictorpamMu Ta
BiAMOBiaTH BUMoTraM. [Ipu BinkuaanHi 3HadeHb «0» Ta «1» At Xa Ta XM OLIHKU
MOKa3yI0Th, 0 YUCJIO PI3HUX TAKUX Map CKAIAPIB MOKe OyTu 254*254, a KINbKICTh
MOKJIMBUX TEPECTABIATh UX Map Yy iX MCEBIOBUIIAIKOBIN MOCIITOBHOCTI-MHOXKHHI
OIIHIOETHCA BEMUYHHOIO (254%254)!. OCKibKHM 1L BEIWYWHA € JOCUTHh 3HAYHOIO,
HaBiTh y KpUNTOTPapiyHOMY CEHCi, TO MOKHA TapaHTOBAHO CTBEP/KYBATH IPO
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MO>KJIMBICTh CTBOPEHHS 1 TaKUM METOAOM MoTpiOHOi Hu3ku-notoky MK I1 3Haunoi
po3MipHOCTI. J[7s TMpakTUYHUX 3aCTOCYBaHb HABITh OJHOTO MYJILTHUILUIIKATUBHOTO
adiHHOTO (JIIHIHHOTO) KPUIITO-TIEPETBOPEHHSI JOCTATHHO, 100 3 MHOXUHU 256-TH
3HA4YeHb XM CTBOPIOBATH, KPiM TOTO, i O3 MOBTOPIB, 3HAYHY KUIBKICTh (a came 256!)
BUITAJIKOBUX BEKTOPIB JOBXKHUHOIO 256 1 OubIe, a1 (GOPMYBaHHS MM y3TOJDKEHUM
BeKTOpoM nociioBHocTI HeoOximuux MK I1 y Burmsaai nBox HOro CKJIagoBUX BUAY
300paxxeHb, TOOTO OJIOKIB OalTiB. Pe3ynbTaT MOZAENIOBaHHS MPOIECIB T€HEPYBAHHS
MK IT KeyM, sk nepmioi ckianoBoi HoBoi MK 11, 31 ckinagoBoi KeyA moyaTkoBoi
MK IT y Mathcad mis onmcanoi cuTyalii mokasasi Ha puc. 5, ne g Xm = km = 17,
HaIpUKIJIaa, BigoOpakeHI MporpamMHi MoOAyai-GOpMyiIM Ta BIAMOBIIHI MAaTpHIII.
I'enepyBanns apyroi ckinagoBoi MK IT KeyM BHKOHY€ETBCS 3 THM e XM = Km=17,
ane Big KeyB (He mokasaHo).

KevM(km KeyvA) = | for i=0. 255
for je0. 255
Wi_j < mod[ (KeyA;j j+1)-km,257|-1
“.'

0 [ 1 2 | 3 4 [ 5 ]6 7 g8 [ 9
0 | 201] 128] 218 79| 195 71| 175] 159] 86| 115
1 6| 170| 118| 190| 189| 18| 246| 218] 48| 48
2 | 26| 205 35| 29| 173[ 141| 90| 34| 240| 183
3 10| 69| 46| 150| 45| 28] 48| 172] 191 43
a | 73] e5] 139 w94] 230[ 105] 84| 59| 87| 182
5 | 124] 19| 204 43 5| 220] 142| 78| s7| 45
6 | 21| 98| 223] 232] 31| 233] 158 91| 41| 40
KeyAkm =1 7 | 223 22| &6 90| 129 151] 118] 181 4] 128
g8 | 208| 232 11 175] 98| 199] 19| 200| 228| 238
9 | 141] 194] 244 154] 146| 155] 82| 44| 90| 78
10 | 224| 216| 152| 80| 169| 213| 99| e8| 39| 107
11| 179] 121| e8| 238] 123 45| 141 33| 141] 218
12 | 194 88| 82| 183] 198 8] 36| 38| 136] 46
13| 56| 176| 185| 21| 85| 95| 84| 182 173| &7
14 | 202| 207| 35| 119] & 218] 43| 172] 30| 111
15| 104| 81| e2| of 56| 198 27| 5| 171] 15

0 | 1 2 3 | 4 5 | 8 7 | 8 9
0 | 201 128] 218 79| 195 71| 175] 159 88| 115
1 5| 170| 118] 190| 168| 16| 246| 216| 48| 48
2 | 28| 205] 35| 29] 173] 141 90| 24| 240] 183
3| 10| 89| 46| 150| 45| 28| 48| 172] 191| 43
4| 73| 85| 139 94| 230| 105| 84| 59| 87| 182
5 | 124] 19| 204| 43 5| 220| 142| 78| s7] 45
6 | 21| 98| 223| 232 a1| 233| 158 91| 41| 40
KeyM(17 KeyA) =| 7 [ 223] 22| 66| 90| 120] 151 118] 181 4] 126
8 | 208| 232 1| 175| 98| 199| 19| 200| 228 238
9 | 141 194| 244 154| 146| 155| 82| 44| 90| 76
10 | 224] 216 152 80| 169 213] 99| 88| 39| 107
11 | 179] 121| e8| 238| 123| 45| 141] 33| 141] 218
12 | 194] 86| 82| 183] 198 g| 38| 38| 138] 46
13| 56| 176| 185| 31| 85| 95| 84| 182 173| 87

Puc. 5. ®opmynu Ta Burnsn (2D) renepoBanoro MK _IT 3 'MK I mpoctum
miriiauM KIT Ta dyHKIioHanbHUM mapameTpuuHuM (BikHO 3 Mathcad).
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[NicTorpamu BCix LUX BEKTOPIB 3 €JIEMEHTAMHU, 1110 HE MOBTOPIOIOTHCS, TAKOXK €
TOPU30HTAILHUMH JIHISIMH, SIK 1 000X CKJIaJJOBUX BCIX T€HEPOBAHUX 32 iX IOTIOMOTOIO0
MEPECTaHOBOK, 110 B110OPAkKAIOTHCS y BUTIIAI 1-TUX KpUNITOrpaM ckianoBux KeyA ta
KeyB I'MK Il Ta yTBOpIOIOTBhCS 3a JomoMoror adiHHoro mmdpy, mapu i-ux
KOMITOHEHTIB BEKTOpPIB (aAUTHBHA 1 MyJIbTHUILUTIKATUBHA CKJIAJOB1) UM JIUIIE OJHIET 1-
TOI KOMIOHEHTH 3 HHX. [lapy mmMx KpunrTorpam i € MO CyTi 1-UMH MOTOYHUMH
MaTPUYHUMH TEPECTAaHOBKAMHU, 110 OJHO3HAYHO B1OOpAXKArOTHCS 1 y BUTIIAL JBOX
MaTpUIlb pO3MipHICTIO (256*256). Ockinbku rictorpamu ckmanoBux MK IT Tta
BUIQIKOBUX BEKTOPIB € TOPU3OHTAIBHUMHU JIIHISIMH, a iX €HTpormis piBHa 8 OIT, TO
KpHUIITO-aHaJli3 Ha iX OCHOBI yHeMOXIHUBIOeThcs. Kpim Toro, I'MK II, nBa (mMoxe
OyTH 1 OIH) Y3TOKEH1 JOTTOMIXKHI1 TICEBIOBUMAIKOB1 BEKTOPHI KJIIOU1 € CEKPETHUMH,
0 A03BoJisg€e auiie cropoHaM npouecy KII cTBoproBaty uu Matu 110 HU3KY (ITOTIK)
MK (MK II tuny). B npunnumi, cekperHoro Moxe Oytu aume ['MK II, a6o
y3rO/PKEHUMHU JIMILE BUIIE3TaJjaHl BEKTOPHI KITHOYi.

Po3rasiHeMo 1ie OoauH 3 METOIIB NeHEepyBaHHS MOTOYHUX (HA 1-TOMY KpOIIi)
MK _II. Bin nonsirae B HaCTYIIHOMY: OJJTHAKOB1 LHUKI14HI 3cyBH ckiagoBux MK IT no
X Ta Y KOOpJAMHATaX Ha BIANOBIJIHI BUOpaHi (y3roJKEHI CTOPOHAMM) 3HAYEHHS 3
nianazony 1-254 Tex M03BOJIAIOTH, SK MOKAa3ylOTh €KCHEPUMEHTH, OTPUMYBATU Y
130MOp(HOMY TOJAaHHI 3 IOYATKOBOI MEPECTaHOBKM HOBY II€PECTAHOBKY, a s
reHepailii BCbOro MOTOKY Benukopo3MipHux nepectaHoBok (MK II) 3amistu nBa
(Moxe OyTH 1 OJIMH) Y3TO/DKEHHX CTOPOHAMU JOIMOMIKHHX IICE€BJIOBHIIAIKOBHX
BEKTOPHHX KJIIOYiB. 3 ypaxyBaHHSIM OOMEXEHb, TYT MOJIEIIOBAHHS LILOTO CIIOCO0Y HE
HABOJSATHCS, aJie OTPUMaH1 pe3yabTaTH TaKOXK MIATBEPKYIOTh 3a0€3ME€UEHHS TUX K€
MOJKJIMBOCTEH, SIKOCTEH Ta BUIIEHABEIEHUX OILIHOK, IO 1 JUIS MEPIIOro METOMY.
OCKIUIBKH 111 3CYBH € OJJHUM 3 YaCTKOBUX BHJIIB 3arajbHUX MOMJIMBUX MTEPECTAaHOBOK,
ane eneMeHTiB camux ckiaagoBux ['MK II, To BiZKpUBaeTbcsl MOXKIUBICTD,
3niiicHioroun camoro I'MK 11 onHopaszoBy (Gararopa3oBy) MmepecTaHOBKY OauTIB ii
CKJIaJIOBUX BifioOpaxeHb, oTpuMyBaTtu HOB1 MII, 1m0 OyAyTh MOBHICTIO BIJMOBIAATH
BumoraMm. I[lpo mei meron Ta HEOOXITHMM ISl pearizaiii Ta TMEpPeBIpKU HOro
(yHKIIIOHYBaHHS IHCTPYMEHTapii BXXKe YaCTKOBO OYJIO CKa3aHO BUIIE.

Pesynbratu popmMyBaHHS LIMM METOJIOM MOTOKY Benukopo3Mmipaux MK _IT npu
Moro monemoBaHHl y Mathcad mokaszani Ha puc.6, 7 Ta MIATBEPIKYIOTh HOIO
aJIeKBAaTHICTb, KOPEKTHICTh, BIJIMOBIJHICTh BCTAHOBJIEHUM BuUMoOram. I[IpomoHoBaHi
METO]IU, PE3YJIbTATH iX MOZEIIIOBAHHS MIATBEPIKYIOTh JOCATHEHHS CyTTEBUX IEepeBar
3a paxXyHOK BUKOPHCTaHHS HOBHX 130Mop¢HUX nojaanb MK, 110 cipusiyiu 3MEHIIEHHIO
yacy 0OYMCIICHb P 3aMiH1 OTeparlii MmiJHEeCEHHs Y CTENeH] OCIIiIOBHICTIO 0a30BUX
NEPECTaHOBOK, 3MEHIICHHIO 3aTpaT Ta CKIAAHOCTI OOYHUCIIOBAIBHUX MPOLEAYD,
orepailiii Ta 3a6€3ne4rii IPOCTOTY MOKIIMBUX BapiaHTIB peati3alliid, siki OplEHTOBaH1
Ha MaTPUYHI MPOIECOPHU Ta MPUCKOPIOBAYI.

BukopucTtoByroun  J10JaTKOBO  po3poOJieHI Ta T[OKa3aHl Ha  puc.8
¢ynkuioHaneHl mapamerpuudi Mmoxeni KII Ha ocHoBi renepoBanux MK I
MPOTMIOHOBAaHUMHU METOAAaMH, OyJI0 BUKOHAHO MEPEBIPKY (MPAaBUIBLHOTO J0 BUMOT) X
CHUHTE3Y Ta aJIcKBaTHOCTI METO/IIB Ta iX MOJIEJIeH NUITXOM MpsMOro Ta 380poTHoro KI1
HaIIBTOHOBHUX Ta KOJLOPOBUX 300pakeHs juiiie 3a qonomororo nux MK _I1. Otpumani
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mopentoBanHsAM y Mathcad pesynbrati KII ogHoro 3 moxnmBux 300paskeHb, Horo
OPOMDKHI Ta KiHIIEBAa KPUMNTOrpaMH, BIAHOBIEHI 300pakKeHHsA, SBHI Ta PI3HUIIEBI
MmoKasaHi Ha puc. 9.

P s16A = T PF(15,KeyA) P s16B = T PF(15 KeyB) P SwVA = T PFW(4 P s16A P s8A P sSB) P Sw84B = T P!

P_sAV = T_PF(75,KeyA) P_sBV = T_PF(34 ,KeyB) P SwVB = T PEW(1.P s4B.P s16A P s16B)
0 [ 1 2 [3 a5 6 7 8169 0 [ 1 2 [ 3] a4 [5[]6 7 [8]¢9

0 | 170 88| 242] 27| o4] 186| 117] 18] 11| 185 o | 170] ss| 242 27| 04| 1e6] 17| 16| 11| 185
1| 250] 225 13| 106 20 140] 2| e8| 154] 137 1 | 250] 225 13| 108 20| 140| 2| 86| 154] 137
2 | 29| 87| 171| 78| 58] 9| 92| 104| 115] 1086 2 | 23] 87| 171 78| 88| 9| 92| 104| 115 106
3 | 212| 203] 173] 73| 26] 111 255] 37| 96| 236 3 | 212] 203 173 73| 26| 111 285] 37| 96| 236
4 | e8| 178| 205| 155| 190 &8 138] 32| 204| 104 4 | 83| 178| 205| 155 190| 58| 138| 32| 204 194
5 | 230| 134] 215] 101 140] e8| 220] 48] 4| 223 5 | 230] 134 215] 101 149] s8] 220| 48| 4| 223
6 | 13| 27| 166 121| 25| 255 31| 169 221| 199 6 | 113 27| 166] 121] 25| 255 31| 169| 221| 198

PsAV =17 | 11| o6 249 42[ 171] 187 24| 212] 101| &4 PSwVA =171 111| 95| 240] 42[ 171| 187 24| 212| 101] &4
8 | 210| 202 e1| 25| 187] 26| 203 63| 197| 227 8 | 210] 202| 91| 25| 187 26| 203| 63| 197| 227
9 8| 61| 213| 143 171] 250] 89| 85| 17| 29 9 3| &1 213] 143] 171| 250 9| 85| 17| =29
10 | 100| 103| 219| 127 66| 25| 237| 225| 158| 114 10 | 109]| 103| 219| 127| e6| as| 237| 225| 158| 114
1 4| 208| 105| 200] 205] 123 245] 227 43| 112 11 4| 208| 105] 200] 205| 123] 245 227 43| 112
12| 74| 13| 138| 83| 73] 241| 62| 160| 17| 156 12| 74| 13| 138| 83| 73| 241 62| 10| 17| 156
13| 132| 54| 201| 99| 126] 185] 121] 69| 157| 184 13 | 132| 54| 201] 99| 126 185 121| 69| 157| 184
14 | 13| 10| 134| 112| 203| 64| 151 18| 53| 239 14 | 13| 10| 134| 112] 203| e4| 151 18| 53| 239
15| 178 88| 50| 129] 176] 119 134] 213| 87| 216 15 | 173| 88| 50| 129] 176 119] 124] 213| 87| 216

0 [ 1 2 [3 a5 6 7 8169 0 [ 1 2 [ 3] a4 [5[]6 7 [8]¢9

0 | 247| 171] 226] 116| 214] 113] 85| 115] 6| 152 0 | 247] 171| 226] 116 214| 113] 85| 115 6| 152
1| 87| 21| 32| 230] 178] 4s5] 170] 139] 77| 43 1| e7| 21| 32| 230] 178| 45| 170| 139| 77| 43
2 | 38| 10| 45| 29| 226] 245 181 81| 36| 62 2 | 38| 10| 45 29| 226( 245] 181 81| 38| 62
3 | e4| 249 31] 194 157] 214 20| 137] 61| 148 3 | 84| 249 231] 194 157| 214 30| 137 61| 148
4 | 179| 252| 250 228| 145[ 142 105] 221| 56| 133 4 | 179] 252| 250| 228 145| 142 105| 221| 56| 133
5 8| 252| 221 48| 192] 254 192] 20| 3| 22 5 3| 252 221] 48] 192| 254| 192 20| 3| 22
6 | 27| 108] 100| 54| 136| 117] 195] 121| 133| 202 6 | 27| 108] 100 54| 136 117| 195| 121| 133| 202

PsBV =171 174 208| 151 14] 98] 83| 239] 190| 180| 1a8 PSwVB =17 [ 174] 208| 151 14] 98| 83| 239 190 180] 188
8 | 154| 15| 120] 75| 234[ 28] 193] 120 161| 117 8 | 154] 115 120 75| 234| 28| 193] 129| 181 117
9 | eo| 77| 212] s8| 110] 201 221 45| 78| 79 o | 62| 77| 212 =8| 110] 201 221 45| 76| 79
10| 29| 186| 48| o 14| 32| 57| 155| 184| 185 10| 29| 186| 49| 0| 14| 22| 57| 155| 184| 185
11| 221| 224| 55| 137| 113] 172 145] 181 109| 206 11| 221| 224| 55| 137| 13| 172] 145] 181 109] 206
12 | 208| 64| 248| 88| 37| 216| 241| 141 128] 239 12 | 208| 64| 248| 88| 37| 216| 241| 141 128] 239
13| 171 90| 214| 10| 56| 244 218] 154 62| 129 13| 171 90| 214] 10| 56| 244| 218] 154 62| 129
14 | 108| 134| 154 204| 130] 111 194| 48| 251| 152 14 | 198| 134| 154| 204| 130| 111] 104| 48| 251| 152
15 | 100 202| 82| 220 93] 228] 229] 252| 42| 165 15 | 100] 202| e2| 220 93| 228] 229| 252| 42| 165

Puc. 6. ®opmynu Ta yacTiHa U(PPOBUX MacUBiB reHepoBaHoro noroky MK 11 3
I['MK_IT nuissxom iTepauiiHuX 4¥ MOCTIAOBHUX (PIKCOBAHMX MEPECTAHOBOK

_—
ErBV_VB = [P_sBV-P_SwVB|  max(ErAV_VA) =0 max(ErBV_VB) = 0

_—
ErAV_VA = [P_sAV — P_SwVA|

P _sAV ErAV_VA.255 P sBV ErBV_VB-255

Puc. 7. ®opmynu nins nopiBHsHHA Ta BUrisia renepoBannx MK 113 MK T ta
PI3HHIIEBUX, IO BIIOOPaKAIOTH TOXUOKY.
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Ckm = T_PFW(5,PIC_colR ,KeyAkm ,KeyBkm) +
DCkm = T PFWO(5,Ckm ,KeyAkm , KeyBkm)

ErCkm_DC = |PIC_colR — DCkm|
a=7 p=77
CM = T PFW(a PIC colR ,KeyM(B KeyA) KeyM(B KeyB))
DCM = T PFWO (o, CM  KeyM(B KeyA) , KeyM(p . KeyB))

_
ErCM_DC = |PIC_colR — DCM]

_T_PFW'(qw,F ,Akey .Bkey) := |p <« 0 " bl
S« F
while p < qw

S« | for ic0..255
for j=0..255
m =
Wi j<S ) o
a Akey Akey. .. Bkey, .- Bkey Akey, . Bkey, .
i.j i.j i.j i.j
W
p<p+1
n 5 n =

T PFWO(qw,F,Akey ,Bkey) = |p< 0

S<F

while p < qw

S« | for i=0..255
for j=0.. 255

W, . «— 5i i
AKeY apey. . Bkey. . DK€Y Akey. . Bkey. . -
Vil e M5 i

p<p+1

Puc. 8. ®ynkuionansH1 napametpuyuni Mmozeini KII Ha ocHoBi 3renepoBanux MK _T1

i

CcM DCM PIC_colR

ErCM_DC-255

Puc. 9. IIpsime ta 3BopoTHE KII 3 Ha ocHOBI 3renepoBannx MK I1
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BucHOBKH. 3aporiOHOBAaHO Ta MPOMOJIEIbOBAHO TPU METOAM T'€Hepallii MOTOKY
MaTpULlb TEPECTAHOBOK 3HAYHOI PO3MIPHOCTI MpU iX HOBUX 130MOPQPHHUX
MIPEICTABICHHSIX. Pe3ybTaT €KCIIEPUMEHTIB, OIIHKU CTIMKOCTI MIATBEPAUIIN SIKICTh
reaepoBannx MK I, anekBaTHicTh poOOTH Ta PYHKITIOHYBAaHHS METOAIB, iX MO/ENeEH,
0a30BHX TPOLEAYD, iX MepeBary, eeKTUBHICTb Ta MEPCIIEKTUBHICTb.
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